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Disaster planning: Training
for the perils of weapons of mass

exposure, 2020

Anthony J. Luizzo, PhD, CFE, CST, (Ret. NYPD),
and Bernard J. Scaglione, CPP, CHPA, CHSP

The COVID-19 pandemic has underscored the need to revisit plans
for coping with outbreaks of deadly infectious agents, whether they
arise naturally or through a bioterror attack. Here is a roadmap.

(Anthony J. Luizzo, PhD, CFE, CST, (Ret.
NYPD), is on the board of advisors of Vault
Verity, LLC. He is the former Director of
Security Programming for the NYC Mayor’s
Office of Economic Development and Busi-
ness Services, former Corporate Director of
Security/Loss Prevention for the NYC Health
and Hospitals Corporation, President Emeri-
tus of the NY Chapter of the Association of
Certified Fraud Examiners, past President of
the Society of Professional Investigators, and
former editorial advisory board member for
Reuters/WG&L/RIA Group — Thomson Pub-
lications. Luizzo is an IJAHSS member and a
frequent contributor to this journal.)

(Bernard J. [Ben] Scaglione, CPP, CHPA,
CHSP, is Senior Consultant directing health-
care security services at DVS Security Solu-
tions/Ross & Baruzini. He has a master’s from
Rutgers University School of Criminal Justice
and has served as a security director for more
than 25 years in NYC-area hospitals and in
multiple capacities for TAHSS, including on the
Board of Directors. He is past Chairman of the
ASIS International Healthcare Council and past
President of the NYC Metropolitan Healthcare
Safety and Security Directors Association and
has taught as adjunct faculty at Pratt Institute,
Interboro Institute, New Jersey City University,
and John Jay College Peace Officer Academy.
He writes frequently for this journal.)

In response to the COVID-19
pandemic, we offer our third
article for this journal on handling
emergency situations involving
mass exposure contaminates [1]
[2]. One of us (Scaglione) has also
authored a book speaking to pro-
active event prevention and effec-
tive resolution [3]. In the pages
that follow, we provide an Emer-
gency Preparedness Readiness
Checklist that can serve as a
roadmap for security executives
to follow for more effective disas-
ter management, and we expand
on the checklist. We offer guid-
ance on protecting hospital staff,
patients, and visitors from be-
coming contaminated, and we
address risk assessment engi-
neering and design, proactive risk
exposure mitigation, and innova-
tive recovery strategies for mov-
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ing forward once emergencies
have passed.

ASSESSING RISKS
ASSOCIATED WITH
EMERGENT RESPONSES

Knowledgeable security exec-
utives instinctively understand
that well-structured protection as-
sessments help to deepen and
strengthen security response
planning strategies. Using les-
sons learned from actual and
planned events along with best
practices and awareness of cur-
rent trends helps to make the plan
more efficient and effective.
Among the critical functions that
a comprehensive assessment in-
cludes are analyses of entry
points; security staffing levels;
traffic management; physical se-
curity systems; policies and pro-
cedures; visitor control; media re-
lations; mass notification; and
law enforcement support. A com-
plete and thorough assessment al-
ways helps to put facility securi-
ty on solid ground and on the pos-
itive side of the protection curve.

Beyond carrying out in-house
initiatives, you can obtain valu-
able information on current trends
and response practices from gov-
ernment agencies such as The
Joint Commission, DNV, Home-

land Security, and the Federal
Emergency Management Agen-
cy (FEMA). When assessing
risks and response protocols,
FEMA breaks down protocols
into four phases: mitigation, pre-
paredness, response, and recov-
ery. Although a healthcare facili-
ty’s response to an emergent
event begins after an incident has
occurred, response activities
should unfold according to a pre-
planned progression determined
in the mitigation-planning phase.
The response process embodies
recognition that a disaster is oc-
curring, expeditious reporting of
the disaster to key personnel, ac-
tivating the emergency operations
plan, launching the Incident Com-
mand Center, notifying and mo-
bilizing all hospital personnel,
and ensuring that all emergency
units remain mobilized until the
disaster is officially declared over.

MITIGATION PHASE

Security executives should al-
ways try to turn a bright RED
light into a GREEN light and get
in front of oncoming catastro-
phes before they are allowed to
escalate. One excellent approach
is to formulate effective mitiga-
tion protocols to lower risk ex-
posure. Mitigation involves pro-
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actively identifying potential
hazards before they rear their
ugly head. It is the most impor-
tant part of any emergency pre-
paredness process.

With respect to emergency
management planning, all hospi-
tals are required to have an effec-
tive emergency management plan
that adheres to all local, state, and
federal laws and meets accredita-
tion standards set by TJC, DNV,
CMS or the NFPA. Risk mitiga-
tion requires using an assessment
tool that can do the job effective-
ly. Many hospitals use the Kaiser
HVA as their general assessment
tool. To further deepen and
strengthen risk mitigation efforts,
healthcare institutions can also
seek external expertise.

Formulating a security
response program

Common components of a
security response initiative
include:

* mobilizing and managing
security department
personnel

« target hardening of the
facility
* protecting all utilities

¢ mass notification of
personnel

* collaborating with
community resources

* preparing for a patient surge
* ensuring regulatory
compliance

* monitoring expenses and
finances

A main responsibility of the
security department is traffic
control and implementing insti-
tution lockdown requisites dur-
ing emergencies. Programmatic
issues include:

 vehicle restriction and
screening

» facility access control

* visitor and patient screening
* building/entry closures

* media and family relations

» emergency department
lockdown

¢ Incident Command Center
activation

* hot and cold zone security

* mass notification

PREPAREDNESS PHASE

The preparedness phase fo-
cuses on improving response to
and recovery from actual events.
The most important activity in
this phase is the development of
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an Emergency Operations Plan
(EOP). This plan should be test-
ed on a regular basis so that se-
curity personnel are familiar
with it and their role in carrying
it out. Periodic testing of the
plan is strongly advised and
should be a facility-wide exer-
cise. Over and above periodic
testing, security personnel
should continuously receive
hands-on training reinforcing
their critical first responder role
in handling crisis management
issues. Training should be con-
tinuous so that security person-
nel know their roles when the
emergency response plan is ac-
tivated. A good rule of thumb is
to have emergency response
training conducted at annual in-
service education initiatives, at
in-house planned exercises, and
intermittently at roll calls.
Depending on security’s role,
additional specialized training
may also be needed. Training
curricula might include:

¢ hazardous materials
identification

¢ PPE use

¢ Decontamination and
treatment processes

* FEMA Incident Command
training

¢ Use of thermal or other
nontraditional devices

RESPONSE PHASE

The response phase is de-
signed to control the negative ef-
fects of an emergent situation or
event. The main goal in this
phase is to help minimize the
impact of the hazardous event
on facility staff, patients, and op-
erations. Security’s central role
during a catastrophic event typ-
ically includes managing vehi-
cle and pedestrian movement,
ensuring that critical notifica-
tions are delivered, and imple-
menting institution lockdown.

Controlling Persons
and Vehicles

Security is primarily responsi-
ble for controlling vehicle and
pedestrian access into and out of
the hospital buildings and emer-
gency and incident areas. Con-
trolling access may include:

* screening vehicles entering
hospital property

* keeping access roads to the
emergency department open
for ambulance access

» segregating and controlling
access for employees,
patients, and visitors
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Hospital Lockdown

In an emergent event, the hos-
pital may need to lockdown the
institution to reduce the potential
for unauthorized access into the
facility from potentially exposed
persons, family members, and the
media. All buildings need to be
secured and access to the facility
limited to essential staff, patients,
and some visitors. This process
may include:

¢ locking all entrance doors not
in use

* assigning additional staff to
each entry point to ensure
order and to limit and control
access

* closing all ancillary buildings
and services

* designating an area for media
and family members

* facilitating institution
lockdown procedures
Other security department du-

ties may include:

* activation of a mass
notification system to alert all
hospital personnel

* inauguration of a Hospital
Command Center (HCC)

* institution of a transportation
program to pick up off-duty

employees

* creation of an emergency
“hot and cold” access control
procedure

* mandating that staff wear
masks, related PPE, and full
Tyvek suits

* establishing liaisons with
community groups, law
enforcement, fire, emergency
management, and other first
responders

* facilitating the transport of
the deceased and releasing
the deceased to authorized
individuals

* safeguarding of law
enforcement and VIP
property

* enacting patient transport
regulations

* organizing an effective
supply chain security routing
procedure

* instituting appropriate
lockdown-related access
control technologies

* expediting access for family
members of critically ill
patients

RECOVERY PHASE

The recovery phase begins in
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tandem with the response phase.
It involves demobilizing staff and
supplies once the disaster is over
and also starting the recovery
process by going back to normal
operations and recording all fi-
nancial information pertaining to
the disaster and the hospital’s re-
sponse. For many healthcare fa-
cilities, returning to normal oper-
ations as quickly as possibly is
essential for financial survival.
Plans should describe procedures
for re-establishing normal oper-
ations following an emergency
and include the identities of all of
the people involved in the recov-
ery effort. Most important,
FEMA should always be contact-
ed for the expertise, resources,
and assistance it can provide. As
Walt Disney has been quoted as
saying, “the way to get started is
to quit talking and begin doing.”
In other words, the more pre-
pared an organization is, the eas-
ier the road back to normalcy be-
comes. Many healthcare facili-
ties underestimate the resources
and time necessary to recover ad-
equately from an emergency. Re-
covery operations should include
provisions for staff, facilities, fi-
nances, and community support.
A detailed recovery plan should
include recuperation strategies

that do not interrupt normal hos-
pital operations and that help to
restore business operations as
soon as physically possible.

A well-founded recovery plan
should:

¢ minimize the economic
impact of the interruption

» establish alternative means
of operation

* train personnel on recovery
procedures

* provide for a smooth and
rapid restoration

« offer staft support

Recovery planning begins
with conducting a risk analysis
evaluation report to help identify
the most effective method of re-
suming normal business opera-
tions. The analysis should be pre-
pared by competent teams who
have business resumption exper-
tise. To help support this evalua-
tion, the following in-house or
third-party resources should be
made available:

+ additional security officers or
support personnel

 temporary off-site office
facilities
* appropriate technological

support (computers,
peripherals, communication
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equipment, software,
and data)

« vital record availability
(electronic and hard copy)

* service support (power,
natural gas, water, sewer,
telephone, internet, wireless)

* security-related systems

* specialized training

* third-party service
contracting
A wise individual once said

that there is a unique balance be-

tween risk and reward. When de-
veloping a comprehensive recov-
ery strategy, it is important to fo-
cus all recovery efforts so that
they snugly fit the specific needs
of the particular hospital or
healthcare organization under
scrutiny. Choosing the right per-
son or people to lead the recov-
ery is one of the first steps in de-
veloping an effective plan.

Additional steps to consider
when piecing together a plan
might include:

« ascertaining federal and local
government reimbursement
vehicles

* developing a list of vendors,
contact information, and
supplies

* locating backup facilities

* formulating an operational
recovery process

identifying security
technology requirements

* establishing equipment needs

Testing the plan

It 1s important to always re-
member that proper planning
prevents poor performance.
Once arecovery plan is finalized,
it is time to vigorously test the
system. Unfortunately, all too of-
ten organizations do not test the
recovery plan or train staff in the
recovery process. This part of
emergent event response is most
important. It can mean the dif-
ference between financial stabil-
ity and bankruptcy.

CONCLUSION

Enlightened security adminis-
trators know that the camera of
scrutiny will stop at their desk if
their institution is not ready when
disaster strikes. Hospitals and
long-term care institutions
should never be inactive in the
face of need. Regardless of
whether a disaster is a pandem-
1c event, a terrorist attack, an ac-
tive assailant offense, a work-
place violence incident, or a
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weather event, the institution
must to be ready to tackle the ca-
tastrophe. The key to staying one
step ahead of failure is to contin-
ually evaluate existing emergen-
cy response plans and implement
appropriate training to help keep
hospital staff current and ready
for future onslaughts.

Recovery plans need to be re-
viewed and tested on a regular
basis and programmatic en-
hancements enacted when nec-
essary. It is important that every
security executive understand
that quick and innovative secu-

rity action helps to determine the
security department’s destiny.
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Emergency Preparedness Readiness Checklist

Review each item, and check one box Yes, No, or N/A (not applicable).
If No is checked for any item, explain in the comment box.

Section 1: Risk Assessment

Yes No  NA

(<]

1. Has an annual risk assessment been prepared?

emergency preparedness plan?

2. Does the risk assessment include all phases of the

updates?

3. Does the risk assessment Include all training

compliance?

4. Does the risk assessment Include drill evaluation

evaluation compliance?

5. Does the risk assessment Include actual event

ance standards?

6. Does the risk assessment meet regulatory compli-

L O o ddoU
Lo ddU
L O o dodo

Additional Comments:
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measures implemented?

Section 2: Mitigation Phase Yes No NA
1. Is an emergency management plan available? |:| D W
2. Are potential hazards identified? Q Q W
3. Does the plan meet regulatory compliance

requisites? d d d
4. Does the plan properly address mobilization

strategies? 4 - 4
5. Are target hardening recommendations adequate? W |:| W
6. Are utility security concerns addressed? | | |
7. Does the plan adequately address personnel

and other notification essentials? - a a
8. Are community resources included? | | |
9. Have fiduciary issues been addressed? D D W
10. Are access control strategies included? | | |
11. Have media and family relations issues

been addressed? - [ 4
12. Other issues: | |:| W
13. Other issues: Q |:| W
Additional Comments:
Section 3: Preparedness Phase Yes No NA
1. Does the plan include an Emergency Operations

Plan (EOP)? aJ 4 4
2. Has the plan been periodically tested? W [:I D
3. Have tests been properly evaluated and corrective

4 a o o

Additional Comments:
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Section 4: Response Phase Yes No  NA
1. Does the plan adequately control pedestrian

and vehicular movement? d d d
2. Does the plan address emergency vehicle access? W [:I [:I
3. Does the plan designate employee, patient, 0 0 0

and visitor access particulars?
4. Does the plan adequately address institutional

lockdown measures? . d d
5. Does the plan include beefed-up staffing at strategic

access points? - - -
6. Does the plan address ancillary building and service

closures? . - -
7. Does the plan earmark media and family member

billets? d - d
8. Does the plan define institution lockdown

maneuvers? d d d
Additional Comments:
Section 5: Recovery Phase Yes No  NA
1. s arecovery plan available? D D W
2. Does the recovery plan spell out when the institution

can return to normal operations? - - -
3. Does the plan contain disaster-related fiduciary

documentation? . - -
4. Does the plan contain economic impact interruption

data? - d .
5. Does the plan contain alternative institutional

operational models? - - -
6. Is the staff adequately trained to handle recovery

procedures? d - 4
7. Does the plan address restoration prerequisites? D D W
8. Does the plan offer staff support? l:l l:l W

Additional Comments:

LUIZZO/SCAGLIONE, MAY 2020




