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Training security operatives to
recognize the perils posed by
contaminants from weapons of

mass exposure — Part 11

Anthony J. Luizzo, PhD, CFE, CST, (Ret. NYPD) and Bernard
J. (Ben) Scaglione, CPP, CHPA, CHSP

In a 2007 article in this journal, the authors
detailed how to protect staff, patients and
visitors from beconting contuminated after
attacks by weapons of mass destruction
(WMDs), or weapons of mass exposure.
Given security s central role in keeping hos-
pitals free from contamination, here they up-
date the advice for today 5 world. They
review the contaminanis of concern, ad-
dressing the basics of effective training for
security officers, how io handle the flow of
vehicles and people, when o institute lock-
downs, and how to don and remove personal
protective equipment (PPEs).
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he first article we published

in this journal, in 2007--
“Training Security Officers to
Recognize the Perils of Weapons
of Mass Destruction and Pan-
demic Flu Contaminates™ (Vol.
23, No.2. pp. 1-9)--discussed the
ABCs of diagnosing that an
exposure event has occurred,
spotting exposed persons, and
donning of contaminant-control-
ling attire at exposure events. The
article spelled out how the estab-
lishment of a WMD training
program enables the hospital Se-
curity Departent to help contain
WMD exposures before they
adversely impact the intuitional
setting. Since then, terrorism in-
cidents have captured the news
after occurring at school shoot-
ings, churches and synagogues,
outdoor concerts, marathons, and
other special events worldwide.
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Suffice to say that it is extremely
important that hospital security
departments  remain = well-
equipped and ever ready to assist
all who come for first aid. Ac-
cording to an August 14, 2018
website posting by the U.S. De-
partment of Homeland Security
(DHS), The United States faces a
rising danger from terrorists and
rouge states seeking to use
weapons of mass destruction.
DHS goes on to define weapons
of mass destruction as nuclear,
radiological, chemical, biological,
or other devices intended to harm
many people.

Today, a terrorist’s choice of
weapons includes trucks, cars,
knives and guns--not items recog-
nized previously at mass causality
incidents. In the past, the weapons
of choice included biological,
chemical and radiological instru-
ments. The good news is that po-
tential weapons created from
biological, chemical and radio-
logical sources are often difficult
to obtain, owing to diligence in
securing these types of sub-
stances. Notwithstanding, we
should always be well prepared
for all possible eventualities. It is
security’s job to protect the hos-
pital, staff, patients and visitors.

To adequately do this job, hospital
security staff must be well versed
in and trained to recognize the
perils involved in fighting this
seemingly never-ending war on
terrorism. Here is what those re-
sponsible for hospital security
need to know today.

THE ABCS OF EFFECTIVE
WMD TRAINING

First, there is a general assump-
tion that, if an exposure event oc-
curs, hospitals will be notified
before victims begin knocking on
the door seeking medical serv-
ices. Often, though, this is only an
assumption--not all emergencies
are reported beforehand. Fre-
quently, victims show-up at hos-
pitals before official notification
is made to the hospital. As such,
it is critical that policies be created
and reviewed periodically that
speak to properly identifying ex-
posed persons before they con-
taminate the hospital and staff
with unwanted substances.

Once it is apparent that an ex-
posure incident has occurred, no-
tification is the most important
sequence of events in the man-
agement chain. Given that secu-
rity is always considered the
frontline gatekeeper for security
and safety issues, they should al-
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ways be immediately notified.
For many hospitals, security is the
central point in the implementa-
tion of a mass notification
scheme. Notification to the rest of
the hospital is paramount to the
successful implementation of the
hospital’s disaster plan. Notifica-
tion should be quick and efficient,
allowing security to get the word
out, answer calls from inquiring
staff and implement its own plan
of action. If an incident is sus-
pected or published, security
should be ready to immediately
put its disaster plan in motion. Ir-
respective of the particular plan,
any effective plan must incorpo-
rate a process that effectively
locks down the facility promptly
and efficiently. Whether a full or
partial lockdown is called for
depends on the severity of the in-
cident. Beyond containment con-
siderations, however, once a mass
exposure incident has been iden-
tified, it is important that a clear
action plan is put in place to prop-
erly control both ingress into and
egress out of treatment- chamber
environs.

HANDLING VEHICLE,
VISITOR, PATIENT, AND
MEDIA ISSUES

It is security’s job to direct ve-

hicles, visitors, patients and staff
during a mass causality incident;
it should ensure that emergency
vehicles have free and unob-
structed access. Likewise, secu-
rity advocates need to continually
maintain a clear and unobstructed
roadway throughout hospital
property, and especially into and
out of the critical treatment envi-
rons.

Entrances should be closed, and
all persons wishing to enter the
hospital should be questioned to
determine their business-related
needs before they enter the inner
bowels of the hospital. During
disaster scenarios, security oper-
atives who are posted at access
portals should step to the outside
of the hospital to physically stop
persons desiring entry. This is an
extremely important considera-
tion because allowing contami-
nated persons inside of the facility
could prove to be extremely dan-
gerous for all concerned. The
hospital disaster plan should in-
clude security staff trained on pro-
cedures for identifying access
portals for hospital staff, disaster
victims, disaster victim family
members, the media, delivery
personnel, and regular in-patient
visitors. Experience has shown
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that each of the above categories
should be segregated and an ac-
cess procedure established, com-
plete with cueing lines.

FACILITY LOCKDOWN

It is important that all hospitals
have an appropriate “lockdown
procedure.” In the event of an in-
cident involving weapons of mass
exposure, hospital security per-
sonnel must know what proce-
dures to follow in a quick and
efficient manner. Security opera-
tives must be an integral part of
the exposure notification process,
they must know whether to insti-
tute a partial or full facility lock-
down; they need to know when it
is necessary to institute an emer-
gency department lockdown; and
they must be capable of directing
vehicles, visitors, patients and
staff to “run toward safety and
not just away from danger.” To
accomplish this, security staff,
need to be periodically drilled on
this process so that when the time
comes, they can methodically in-
stitute lockdown procedures with
relative ease.

Depending on the type and ex-
tent of the disaster, a partial facil-
ity lockdown may be in order. As
an aside, if details about the
magnitude of the exposure are

sketchy, the hospital my wish to
implement only a partial lock-
down until better information is
brought forward. Often, a partial
lockdown entails the closing of
certain entrances or areas of the
hospital. This 1s done to re-deploy
staff and/or supplies and to con-
trol access into and out of the hos-
pital. As an example, a hospital
may want to curtail access to all
clinic areas or business offices so
that it 1s better able to re-deploy
staft to the emergency treatment
areas. In the event of a major in-
cident of mass destruction, a hos-
pital may need to lock down the
entire hospital, except for emer-
gency operations, to protect the
hospital from outright contamina-
tion. Because victims can arrive
via cab, bus, or ambulance, it may
be necessary to confine access to
one or two specific entrances des-
ignated to receive disaster vic-
tims. At some point during a
disaster it may be necessary to
lock down the Emergency Room
(ER). Locking down of the ER
may occur because of contamina-
tion or the need to restrict access
into the area by unauthorized
staff. If the ER becomes contam-
inated, security may be required
to keep all patients and staff mside
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of the area and restrict outsiders
from entering until the area is de-
contaminated.

PERSONAL PROTECTION
DEVICES

Security operatives need to leam
to identify the exposure symptoms
for the most common biological,
chemical and radiological agents.
Once a disaster victim 1s identified,
it 1s important to send the person to
the designated emergency receiv-
ing point outside of the hospital, so
that they do not contaminate inner
hospital environs. Security officers
need to become familiar with
decontamination and treatment
processes and with departmental
procedures relating to how and
where to properly isolate infected
persons to avoid facility-wide con-
tamination. Moreover, security op-
eratives must be taught how to
effectively disrobe and scrub down
potential casualty victims.
Wearing and using personal pro-
tective equipment (PPE)

Security officers need to wear
PPE for protection from exposure
to dangerous substances. They
need to become familiar with prop-
erly using PPE and leam how to
don 1t and disrobe after exposures.
Different PPEs are used depending
on the type of potential exposure.

Practicing the donning of the dif-
ferent PPE costumes is important
in the preparation drills for mass
causality incidents. When donning
PPE, the body garment is always
put on first. Boots are put on next,
followed by the protective mask.
Gloves should be the last of the
items donned.

Decontamination Equipment

Types
Level D protection consists of
work clothes or, in the case of se-

curity, the security uniform. The
Level D uniform is covered with a
light fluid-resistant gown, latex
gloves, goggles for eye protection,
and an M-95 respirator facemask.
Level D protection is used for bio-
logical and flu situations and 1s
wormn by security officers at access
portals, in treatment areas, or when
guarding patients.

Level C protection consists of a
“Tyvek™ plastic full body suit with
a hood embodying a full-face M-
40 respirator; rubber boots or work
boots; and heavy rubber gloves. A
security officer should wear this
level of protection when con-
fronted with possible chemical and
radiological exposures.

Removal of Equipment

Level D Equipment removal be-
gins with the gown, and is followed
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by the goggles, then the gloves.
One glove is removed by pulling it
off at the end of the glove at the
wrist. The glove is pulled off so
that it is inside out when removed.
That first-removed glove is used to
grab the other glove at the end by
the wrist, and the second glove is
pulled off. Both gloves are dis-
carded. Lastly, the respirator is re-
moved and discarded.

Level C Equipment removal be-
gins with the boots. The gown is
second, followed by the goggles,
and gloves. Lastly, the respirator is
removed.

EXPOSURE SOURCE CHAR-
ACTERISTICS

As part of the training and educa-
tion process, security officers need
to be periodically trained on the
basic symptoms associated with
the different types of weapons of
mass exposure so that they are bet-
ter able to identify potential victims
before they are permitted access
into the healthcare confines.
Biological Agents

The anthrax bacterium (Bascil-
{us anthracis) causes an acute in-
fection of the skin, lungs or
gastrointestinal system. Its related
spores can survive for a few days
in temperatures as high as 318 de-
grees Fahrenheit and can remain

viable in soil and water for years or
even decades. About 8,000 to
10,000 spores are required to cause
pulmonary infection, and 1,000
spores for intestinal infection. If di-
agnosed quickly, anthrax 1s treat-
able with several different types of
antibiotics. The route of infection
can affect the course of the disease.

« Skin contact: Such contact can
lead to sores or blisters that may
develop into an infection. These in-
fections generally are not fatal.

» [nhalation\Ingestion: When
bacterial spores are inhaled into the
lungs or ingested into the stomach,
victims develop flulike symptoms
within one to seven days of expo-
sure. After two to four days, vic-
tims have difficulty breathing,
often experience severe exhaus-
tion, and may develop a fever.
There is a 90% fatality rate for un-
treated inhalation anthrax, and
symptoms begin appearing be-
tween the first 24 to 36 hours of ex-
posure.

Ebola is a virus that requires di-
rect contact with the blood or se-
cretions of bodily fluids to produce
an infection. Tt is the most danger-
ous virus known to science. It
causes death in 50% to 90% of all
exposure cases, The virus is in in-
cubation for two to 21 days. Symp-
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toms include fever, weakness,
muscle pain, headache, and sore
throat and often involves vomiting,
rash, diarrhea, and internal and ex-
ternal bleeding.

The smallpox virus (the variola
virus) produces an infection after
people come in contact with blood
or secretions of bodily fluids or in-
hale virus from infected individu-
als. The incubation period is
aboutl2 days. Symptoms include
malaise, fever, vomiting, and
headaches. Victims develop a rash,
which blisters within two to three
days. Smallpox is generally not
fatal, but a victim must be in isola-
tion for 16 to 17 days from the
onset of the virus.

Ricin is a toxin made from the
left-over mash of the castor bean,
which is processed to produce cas-
tor oil. It is easily accessible and is
easy to produce. It can be inhaled
or ingested. It kills body cells on
contact. Death occurs within 36 to
48 hours after exposure. There is
no cure for this toxin. A large
aerosol dose 1s required to be effec-
tive, at least 320 mg.
HAZARDOUS CHEMICAL
AGENTS

Cyanide is a commonly used
chemical agent in ore extraction,
tanning, and electroplating. In lig-

uid form, it emits a heavy gas that
smells like bitter almonds. It poi-
sons its victims through inhalation
of gas. Inhalation of cyanide blocks
the ability of the body’s cells to
consume oxygen, which causes the
cells to die. Exposure causes irrita-
tion to the eyes, nausea, dizziness,
weakness, and anxiety. This is fol-
lowed by convulsions, uncon-
sciousness, then death. The longer
the exposure or the higher the con-
centration of cyanide, the quicker a
victim will be contaminated and
die.

Mustard Gas is a blistering
agent; it is an oily liquid that is
heavier than water. The vapors
and/or liquid are the danger. The
liquid and gas have the odor of
mustard, onions, or garlic. Two to
24 hours after exposure, a victim
will notice eye irritation, burning of
the skin, and upper airway irrita-
tion. Exposure to high amounts
will cause blistering of the skin,
eyes, and throat. Absorption into
the body damages cells and causes
death.

Sarin Gas is a nerve gas. It dis-
rupts the mechanism by which
nerves communicate with organs,
causing overstimulation of the or-
gans. Sarin 1s a clear, colorless lig-
uid that emits a heavy gas that
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sinks to the ground. The gas is
odorless. Exposure causes a dimin-
ishment of the pupils, runny nose,
and shortness of breath. Large ex-
posures can cause loss of con-
sciousness, convulsions, and death.

RADIOLOGICAL
EXPOSURE

Radiation poisoning is caused
by exposure to irradiated uranium
that gives off “alpha” and
“gamma” rays. Exposure can be
caused by exploding a nuclear de-
vice, which gives off massive
amounts of these rays, or by ex-
ploding an irradiated source that
distributes thousands of finite
pieces throughout the explosion
area. Exposure to radiation disrupts
or kills cells in the body. The cell
disruption generally affects the
bloodstream and gastrointestinal
areas. Symptoms often include
nausea, vomiting, and malaise, fol-
lowed by a symptom-free penod.
Cell death can lead to major organ
malfunction and to death. For mild
cases of exposure, a victim can
take iodine, which will absorb the
radiation and help the body to pass
the radiation out of the body.
CONCLUSION

The establishment of a WMD-
training program gives the security
department the ability to help con-

tain WMD exposures before they
adversely impact the institutional
setting. The Security Department’s
role in keeping hospitals free from
contamination is an awesome job,
often requiring a dedicated, well-
trained, appropriately equipped,
and highly motivated security staff
always on guard at the gate protect-
ing us from harm! Continuous
drilling and education are key to a
diligent response when, and if, a
mass exposure incident should

occur,
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