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The changing face of hospital

security

Anthony Luizzo, PhD, CFE, CST, PI (Ret. NYPD), and
Bernard J. Scaglione, CPP, CHPA, CHSP

1o best combat violence at your
facility, consider a range of tech-
nologies, from turnstiles to fire-
arms and robots, and conduct
cost-benefit analyses.
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Our previous article in this
journal furnished a road-
map for hospital security admin-
istrators to follow when evaluat-
ing their institution’s readiness to
handle future pandemic catastro-
phes [1]. This article focuses on
increases in workplace violence
and shootings and new threats
that were not seen in the recent
pre-pandemic world, such as civ-
il unrest, staff strikes, and bomb
threats from conspiracy theorists.
The reactivation of previous
threats and the advent of new
threats arising from the pandem-
ic should be a siren call to all
healthcare protection profession-
als to take a second and third look
at their institution’s existing pro-
tection grid.

Pre-pandemic remediation
strategies were not always effec-
tive in minimizing threats. Today,
the ongoing and newer threats
challenge healthcare security ex-
ecutives to leave the land of the
familiar and begin seeking new
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and more innovative protection
blueprints, including security
remedies that will handle any and
all fast-coming threats. As we
will discuss in detail below, sun-
dry strategies to consider include
conjoining in-house surveillance
technologies with external pub-
lic video systems, installing turn-
stiles, employing magnetome-
ters, arming security personnel,
incorporating robotics and drones
in standard security machina-
tions, and employing metrics to
showcase proficiencies and sub-
stantiate expenditures.

To evaluate institutional crime
risk exposure effectively, for-
ward-thinking security execu-
tives turn to the security assess-
ment for guidance. In competent
hands, an assessment is analo-
gous to a medical CT scan, a de-
vice used by medical experts to
diagnose and treat illness. This
risk assessment tool helps to di-
agnose and prescribe remedies
for frail security programming
while offering creative solutions
to correct shortcomings before
they wreak havoc on the institu-
tion. Additional information on
preparing and effectively utiliz-
ing security assessments can be
found in two articles authored by
Luizzo [2] [3] and in the book

mentioned in Scaglione’s bio-
graphical note [4].

CONJOINING HOUSE AND
PUBLIC SURVEILLANCE
SYSTEMS

It makes good sense for health-
care security executives to reach
out to local government and law
enforcement officials to discuss
joining the municipality’s exter-
nal surveillance network. Con-
necting to the community’s sur-
veillance network would permit
the hospital security’s eye-in-
the-sky surveillance system to
monitor access and capture mis-
chievous activity and other non-
criminal emergencies at the in-
stitution’s periphery. Interesting-
ly, on New Year’s Eve a year
ago, the New York City Police
Department used both public
surveillance and drones for the
first time to monitor access con-
trol in Times Square.

Obviously, joining these exist-
ing networks would be a win-
win for all in the never-ending
war on terrorism. Conjoining
surveillance technologies raises
legal and logistical questions, but
thinking beyond the standard
way security projects are usual-
ly packaged could yield tremen-
dous benefits.
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TECHNOLOGICAL
ENHANCEMENT
CONSIDERATIONS

Turnstiles

Turnstiles, which were becom-
ing more popular in the health-
care setting prior to the pandem-
ic, provide a physical barrier be-
tween the entrance and the
interior of the hospital. They also
provide for the screening of ev-
eryone entering the hospital.
Screening includes the authenti-
cation of all visitors and the issu-
ance of an “access device,” or
pass, that enables entry into the
hospital. The key to implement-
ing a turnstile program is estab-
lishing reasonable security con-
trols that adequately protect peo-
ple, property, systems, equipment,
and other assets while restricting
access where appropriate. Ideal-
ly, program designers will con-
sider internal traffic flow and its
impact on clinical operations.

The screening process should
be engineered to quickly maneu-
ver traffic through the turnstile
checkpoint as effortlessly as pos-
sible. It is therefore important
that relevant signage be promi-
nently posted and that security
operatives be sensitized and
briefed on how to keep visitors

and staff moving freely without
incident. The system should be
capable of handling seniors and
the disabled.

Keep in mind that some peo-
ple will have difficulty with turn-
stiles and access control cards
that require swiping for passing
through. One obvious example
would be a child accompanying
a parent on a visit to a patient. Of-
ten, facilities will not be inclined
to issue an access credential for
the child, yet the youngster would
have to pass through a turnstile.
In this and other situations, hu-
man interaction will be required
to assist those who do not under-
stand or who have trouble navi-
gating the barriers. Finally, some
thought needs to be given to turn-
stile jumping and to illegal at-
tempts to allow several people to
gain access on the same card. We
recommend that anti-passback
programing be applied. An anti-
passback system can be pro-
grammed to allow a credential to
open a door or turnstile for a de-
termined period so that an access
card cannot be used by two dif-
ferent people.

Once the technological issues
are addressed, it’s time to tackle
traffic flow. To get it right, you
will want a traffic study that de-
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termines high- and low-traffic pe-
riods and wait times. Once the
new process is completed, it
should be tested to ensure it will
function flawlessly under ex-
tremely stressed circumstances
and that the normal ebb and flow
of the facility is not severely in-
terrupted. For example, what
happens when one or several of
the turnstile portals malfunction?
How will this downtime affect
wait times? Will security staff be
available to screen people when
turnstiles are dysfunctional?
Costs must be considered as
well. As with most technological
enhancements, the higher the lev-
el of security one seeks, the cost-
lier the system. Proximity cards,
which do not require physical
contact with a reader, cost the
most. Should a less costly secu-
rity technology be used, you will
need to consider installing two or
three different types of card read-
ers or designating specific turn-
stiles for specific users, or both.
Most hospitals use proximity
access cards for staff and less
costly barcode or magnetic stripe
cards for visitors and vendors.
Obviously, budgetary consider-
ations almost always drive the
decision. Costs vary depending
on whether the turnstile project

1s earmarked as a new construc-
tion or retrofit undertaking. A
great many institutions engineer
a system that offers a lane for vis-
itors and patients, a separate lane
for staff, and an additional lane
for eventual breakdowns. Final-
ly, let’s not forget that an entry
gate may be needed for deliver-
ies and disabled access.

Magnetometers and
Screening Procedures

In healthcare today, walk-
through and handheld metal de-
tectors are used primarily in
emergency departments and in
behavioral health areas. There is
now interest in using metal detec-
tors at hospital entrances. Protec-
tion wisdom theorizes that metal
detectors and scan bag x-ray ma-
chines help to lessen the oppor-
tunity for illegal weaponry to find
its way into healthcare facilities.

Before considering walk-
through metal detection devices,
survey the installation site, audit
the detection device placement
schematic, and evaluate its effect
on access-related traffic flow. The
court of protection wisdom holds
that walk-through metal detectors
should be placed in areas where
it is possible for activation to re-
strict access and stop people from
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bypassing the metal detector. De-
pending on traffic density, more
than one detector may be needed
to reduce wait times. We favor
arming the security operatives
who are assigned to monitor the
detectors. In lieu of arming secu-
rity staff, though, many hospitals
install a physical barrier to ob-
struct entry at these strategic
check points.

With respect to screening pro-
cedures, everyone entering the
hospital should be scanned. The
process should allow for hand-
held scanners so that any and all
medical emergencies can be im-
mediately adjudicated.

When metal detectors are used,
all entrances into the hospital
should be secured and monitored
to make sure that no one wishing
to enter the hospital can bypass
the detection system. Finally,
when metal detectors are used at
emergency department entranc-
es, a procedure must be imple-
mented to handle individuals
who arrive by ambulance but are
not seeking medical treatment.
Note that metal detectors are not
effective if handbags, backpacks,
and other carried items are not
screened. These items should be
sent through an x-ray machine or
be physically inspected by a se-

curity operative. A table must be
made available for inspecting
bags. Initial inspections should
not include a detailed review of
a person’s bags but simply a
quick look-see for weaponry. If
a weapon is suspected, security
officers can use a handheld scan-
ner to look for metal objects and,
if need be, can conduct a full-
blown inspection.

A private screening room
needs to be erected to handle full-
blown searches effectively. A
process needs to be drafted speak-
ing to what to do when a weap-
on is found. How will weaponry
be safeguarded? How will legal
weaponry be returned? Finally, a
screening procedure is needed to
handle special cases, such as in-
fants and small children walking
through detectors or arriving in a
stroller and people who are in
wheelchairs or otherwise physi-
cally impaired.

You will also need to attend to
vendor, delivery, and law en-
forcement admittance. Proce-
dures need to be drafted speak-
ing to how bags or packages are
to be searched. What will the pro-
cess be for emergency personnel
responding to an emergent situa-
tion? Will emergency responders
be allowed to bypass the securi-
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ty checkpoint without going
through the metal detection?
What will the process look like
for on- and off-duty law enforce-
ment personnel carrying firearms
and other weapons? Finally, the
trillion-dollar question: What is
the policy when people refuse to
go through the metal detector?
Will service be refused, or will
they be allowed to enter the hos-
pital anyway? Questions abound!

Arming Hospital
Security Operatives

In response to increases in ac-
tive-assailant and workplace vi-
olence pre-pandemic, many hos-
pital security directors moved to
an armed in-house force. Wheth-
er to arm security personnel is an
administrative decision that
should not be taken lightly. Each
institution needs to ponder it
carefully, given that the choices
made can have a major impact
on the healthcare institution and
its constituency.

Before arriving at a decision,
hospital administrators need to
decide on the purpose for arming
security staff. Regardless of the
reasons, the process must begin
and end with getting legal advice
and must include researching
state and local ordinances and

conducting a comprehensive risk
assessment to validate the need
for and impact of arming securi-
ty personnel. Because of the high
liability associated with arming
staff, alternate approaches to
having firearms on hospital prop-
erty should also be pondered.
Possible alternatives might in-
clude having an off-duty police
officer assigned to the healthcare
institution, hiring armed con-
tracted private security, and arm-
ing only senior security manage-
ment personnel.

If arming security is the road
to be traveled, then the weapon
of choice needs to be considered.
When making that selection,
questions galore arise. Among
them: What type of revolver suits
you best, such as single shot or
semiautomatic, and if a semiau-
tomatic firearm is deemed best,
how large of a clip will be al-
lowed? What type of bullet will
be used? How much ammunition
will be kept on site? Will the hos-
pital purchase the weapons or ask
officers to purchase the weapons
out of their own money? If the
former, will weapons be issued to
each officer during shift chang-
es? What will the ammunition
carry policy entail? Prevailing se-
curity management opinion fa-
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vors having the institution pur-
chase all firearms and set the pol-
icy and standards.

With respect to safeguarding
firearms, it is important that the
institution provide an isolated
and secure location for firearm
storage. The room should pro-
vide a high level of security and
have an ammunition cleaning
area. The firearms storage room
should have only one entrance
and be equipped with a card read-
er and CCTV camera surveil-
lance system. Access into the
room should be restricted to only
qualified armed staff who have a
firearm issued to them.

A firearms instructor-supervi-
sor position should be developed
to keep track of all firearms, am-
munition distribution, and collec-
tion. The supervisor should be an
individual who has passed the
certification program and possi-
bly has prior law enforcement ex-
perience. A firearms supervisor
should be assigned to each shift
or work alternate shifts on a reg-
ular basis. Consider having a
backup supervisor in addition to
the supervisor who is selected.

Obviously if firearm use is
added to the healthcare protec-
tion envelope, it is imperative to
enact use-of-force guidelines. Is-

sues to be considered include:

* state and municipal law
requirements,

* type and amount of force to
be used,

» whether aerosols or tasers
will be allowed,

* training curriculum
requirements,

* firearm type, distribution, and
storage, and ammunition

type, and
* training requirements and
instructor availability.

Robotics and Drones

Ina 2016 book, Robert J. Gor-
don, a professor in social scienc-
es at Northwestern University,
spoke of the possible use of ro-
bots in a wide variety of applica-
tions outside of the manufactur-
ing and warehousing sectors, in-
cluding supermarkets, doctor
and dentist offices, and hospitals
[5]. And, in 2019, James Vincent,
writing for The Verge, noted that
security robots are slowly be-
coming a more common sight in
malls, and public spaces. What
is more, these friendly robots are
collecting far more data than hu-
mans could [6]! Obviously, ro-
botics is becoming a part of the
protection landscape and most
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likely will play a much broader
role in the years to come. It
would be wise for security exec-
utives to put this new up-and-
coming protection strategy on
their radar screens.

In addition to using robotics,
security executives need to net-
work with local law enforcement
agencies about the use of remote
drone surveillance. According to
an article by police captain Curt
Fleming, 347 law enforcement
agencies in 43 U.S. states are us-
ing unmanned aerial vehicle
technology (drones) to assist in
a wide variety of protection-re-
lated applications, including
search and rescue, traffic con-
trol, surveillance, crowd moni-
toring, and active shooter inves-
tigations [7]. Ongoing syner-
gism is especially important
because hospitals play an ex-
tremely active role in terrorism-
related occurrences, helping to
treat the injured both during and
after catastrophic occurrences.

FINANCIAL
CONSIDERATIONS

Cost-Benefit Analyses

As with all security-enhance-
ment endeavors, cost is always a
major factor. Once the security

scope of work is completed, it is
time to consider preparing a cost-
benefit study to compare inter-
vention value against enhance-
ment costs.

This analysis should consider
both direct and indirect costs and
benefits. Direct costs often in-
clude financial and operational
costs associated with implement-
ing proposed programmatic ini-
tiatives, and the indirect costs of-
ten involve productivity, business
disruption, management-related
diversion, loss of reputation, and
brand value costs.

An excellent method of deter-
mining the amplitude of various
security risk exposures is to sub-
divide identified risk exposures
into low, medium, and high risk
categories, listed in rows. Once
the data is collected, add two col-
umns with ratings of vulnerabil-
ity and criticality in a matrix. It
is through this analytic process
that the amplitude of said expo-
sures are valuated.

Further guidance on security
risk evaluation can be found by
contacting the International As-
sociation for Healthcare Securi-
ty and Safety (IAHSS). IAHSS
has published a set of basic guide-
lines to follow.
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Applying Metrics
to Validate Expenditures
Metrics is a management tool
for measuring performance. Us-
ing metrics is an effective meth-
od of demonstrating security-re-
lated programmatic effectiveness
and justifying expenditures. The
two of us have written a trilogy
of articles [8, 9, 10] highlighting
several metric applications, and
Scaglione’s aforementioned book
does the same. Using metrics
helps the security executive
speak the language that CFOs
(bean-counters) understand.
Moreover, using metrics is an ex-
tremely beneficial strategy to em-
ploy when seeking additional se-
curity enhancement dollars.

CONCLUSION

In today’s world, the threat
landscape is again changing,
with increases in pre-pandemic
threats and the advent of new,
less conventional post-pandem-
ic threats. One lesson from to-
day’s healthcare challenges is
this: If one is afraid to take
chances, one can never get an-
swers. It is always good to be the
“first to tomorrow” and begin
embracing and experimenting
with new security fixes. The
techniques and technologies

mentioned herein are only the tip
of the iceberg but may be a good
fit for your organization. Finding
the right suit of armor to snugly
fit your institution’s wardrobe is
not always an easy task, but wise
security administrators have
many advisors, both internal and
external, to help them find the
right protection attire for their in-
stitution’s wardrobe!
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